Don Quixote meets Big Brother
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Ich sehe was, was du nicht siehst

e Warum wir Geheimnisse haben
« \Warum wir sie haben durfen
e \Wie wir sie bewahren
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 \Warum das alles nicht so recht funktioniert
e \Warum wir es dennoch versuchen sollten
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Warum wir Geheimnisse haben

e Well wir es dirfen

- GGArlund?2
- BDSG
- Volkszahlungsurtell
- Trojanerurtell
* Well wir es sollten

- PINSs, private Telefonnummern etc.
- Beeinflussbharkeit, Berechenbarkeit



Grundlagen der Datenerhebung

 Datenvermeidung und -sparsamkeit (8§ 3a)
« Wer erhebt was warum (8 4)
 Freiwilligkeit (8 4a)

« Auskunftspflicht (8§ 19)

« Benachrichtigungspflicht (8 19a)

* Berichtigung, LOschung, Sperrung,
Widerspruch (8§ 20)



Malsnahmen

1) Zutrittskontrolle

2) Zugangskontrolle

3) Zugriffskontrolle
4)Weitergabekontrolle

5) Eingabekontrolle

6) Auftragskontrolle

/) Verflugbarkeitskontrolle

8) Trennung



Grundsatzliche Strategien

* Nur das Notigste angeben
* Wegwerfadressen

e Phantasie beim Ausfullen von Formularen

e Viele verschiedene Nutzernamen und
Passworter



Sicherheit und Open Source



Sicherheit und Open Source

* Sicherheit ohne offene Quellen ist russisches
Roulette

» Kerckhoffs’ Prinzip
http://de.wikipedia.org/wiki/Kerckhoffs%E2%80%99 Prinzip



Truecrypt

TRUE

FREE

OPEMN-SOURCE OMNM-THE-FLY ENCRYPTION

Home Documentation Downloads Hews Future History Screenshots Donations

MNewrs

* 2012-02-07
TrueCrypt 7,13
Released

* 2011-03-01
TrueCrypt 7.1
Feleased

+ 2010-03-05
TrueCrypt 7.0a
Released

* 20I0-07-19
TrueCrypt 7.0
Feleased

* 2009-31-23
TrueCrypt 6,23

Released

[Mews Archive]

TruelCrypt

Free open-source disk encryption software for Windows 7 f¥istaf%XP, Mac 0S X, and Linux

consider making & donsation.

Donate Now === Make a Donation

Main Features:

# Creates a virtual encrypted disk within a file and mounts it as a real disk.

+ Encrypts an entire partition or storage device such as USB flash drive or hard drive,
« Encrypts a partition or drive where Windows is installed {pre-boot authentication),
+ Encryption is automatic, real-time {on-the-fly} and transparent.

# Parallelization and pipelining allow data to be read and written as fast as if the drive was not encrypted.

» Festplattenverschllsselung

« Cryptocontainer

« Hidden volumes

* Plausible deniability

« Kein aufwendiges Loschen der Daten beim
Abgeben des Datentragers notig
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TruelCrypt

Free open-source disk encryption software for Windows 7 f¥istaf%XP, Mac 0S X, and Linux

consider making & donsation.

Donate Now === Make a Donation

Main Features:

# Creates a virtual encrypted disk within a file and mounts it as a real disk.

+ Encrypts an entire partition or storage device such as USB flash drive or hard drive,
« Encrypts a partition or drive where Windows is installed {pre-boot authentication),
+ Encryption is automatic, real-time {on-the-fly} and transparent.

# Parallelization and pipelining allow data to be read and written as fast as if the drive was not encrypted.

» Festplattenverschllsselung

« Cryptocontainer

« Hidden volumes

* Plausible denyability

« Kein aufwendiges Loschen der Daten beim
Abgeben des Datentragers notig

Sicherheit hangt von der Giite des Passworts ab



NoScript

nform cansuppon s progress:
home pen | Donate
catalog ource £
P tacts tio oftware j

The NoScript Firefox extension provides extra protection for Firefox, Seamonkey and
other mozilla-based browsers: this free, open source add-on allows JavaScript, Java,
Flash and other plugins tg\be executed only by trusted web sites of your choice (e.g
your online bank).

proudly sponsored by

-
CO.O) nloet
e NoScript also provides the most powerful anti-XSS and anti-Clickjacking protection ever
available in a browser.

About NoScript...
Options...

gﬂlow Seripts Globally {dangerous)
S) Allow all this page
S Temporariy allow all #his page

NoScript's unique whitelist based pi ptive script ing approach prevents exploitation of security
vulnerabilities (known and even not known yet!) with no loss of functionality.

You can enable JavaScript, Java and plugin execution for sites you trust with a simple left-click on the NoScript
status bar icon (look at the picture), or using the contextual menu, for easier operation in popup statusbar-less
windows.

Watch the "Block scripts in Firefox” video by cnet.

| @untrusted [

S Allow secunia.com

S Temporariy alow secunia.com

Staying safe has never been so easy!
Experts will agree: Firefox is really safer with NoScript!

Experts do agree...

 NoscrptisFes Somars youthe o

08/06/2008, "I'd love to see itin there.” (Window Snyder, "Chief Security Something-or-Other” at Mozilla Corp., can support its progress 3}
interviewed by ZDNet about "adding NoScript functionality into the core browser™) ——
03/18/2008, "Consider switching to the Firefox Web browser with the NoScript plug-in. NoScript selectively, and %ifﬂ
non-intrusively, blocks all scripts, plug-ins, and other code on Web pages that could be used to attack your system ] visa [visa, T M
during wisits” (Rich Mogull on TidBITS, Should Mac Users Run Antivirus Software?).

11/06/2007, Douglas Crockford, world-famous JavaScript advocate and developer of JSON (one of the building

blocks of Wehb 2.0), recommends using NoScript.

03/16/2007, SANS Internet Storm Center, the authoritative source of computer security related wisdom, runs a

front-page Ongoing interest in Javascript issues diary entry by William Stearns just to say "Please, use NoScript' ;)

Actually, NoScript has been recommended several times by SANS, but it's nice to see it mentioned in a dedicated issue, rather than as a work-around for
specific exploits in the wild. Many thanks, SANS!

05/31/2006, PC World's The 100 Best Products of the Year list features NoScript at #52!

Many thanks to PC World, of course, for grokking NoScript so much, and to lceDogg who kindly reported these news...

+ Blockiert Javascript
+ Blockiert gefahrliche Konstrukte
- Umstandliches Freischalten



Ghostery

Ghosteryfl

DOWNLOAD NOW §

ABOUT GHOSTERY

PRIVACY POLICY

SUPPORT

GHOSTERY BLOG

Detect

Ghostery™ sees the invisible web - tags, web
bugs, pixels and beacons. Ghostery tracks the
trackers and gives you a roll-call of the ad
networks, behavioral data providers, web
publishers, and other companies interested in
your activity.

CONNECT WITH GHOSTERY

Follow Us On Twitter

n Friend Us on Facebook

Learn

After showing you who's tracking you,
Ghostery™ also gives you a chance to leam
more about each company it identifies. How
they describe themselves, a link to their
privacy policies, and a sampling of pages

where we've found them are just a click away.

FEATURED ON

&he New York Eimes
THE GLOBE AND MAIL
The Washinaton Post

Control

Ghostery™ allows you to block scripts from
companies that you don't trust, delete local
shared objects, and even block images and
iframes. Ghostery puts
your web privacy back
in your hands.

OUR PROMISE

S ADWARE, SPYWARE
OR MALWARE...EVER.
Ghostery is free to download and use - plus

you have our promise that Ghostery will never

be used for advertising. In fact, Ghostery is
ooy nart of Evidon uho: faall ion ic t nahl

+ Blockiert Usertracking
- Blockiert nur bekannte Tracker



Cookie-Blocker

Register or Log in ‘ Other Applications ™ l”l::l"i' ' '
—

, ADD-ONS C—

EXTENSIONS | PERSONAS | THEMES | COLLECTIONS | MORE...

M » Extensions » Cookie Monster

@ Cookie Monster 1.1.0 s e o U

by sltony
4 y 55,287 users
Cookie Monster provides proactive cookie management on a site or domain

level basis, including 3rd party cookies. Via the status bar, it provides easy Add to collection
access to enhanced cookie functionality, while doing so in a non-intrusive Share this Add-on
manner.

+ Add to Firefox

BT

51 s i o -
5 Aaamate b s et e . o Pt e
I ekt o o g s ey
[SETREIEI——

]kl Cnfron gt Dk ockes ey

1 s gl e ks

[ ][ cmon |

About this Add-on # Support site

+ Blockiert Cookies
- Manuelles Freischalten sinnvoller Cookies



Better Privacy

Register or Log in ‘ Other Applications ™ liil::’"i'

) ADD-ONS

EXTENSIONS | PERSONAS | THEMES | COLLECTIONS | MORE... [ .

M » Extensions » BetterPrivacy

@ Betteﬁ’n’vacy 1.68
by NC
Remove or manage a new and uncommon kind of cookies, better known as
LS0's.The BetterPrivacy safequard offers various ways to handle Flash-
cookies set by Google, YouTube, Ebay and others...

Latest updates: See bottom link 'version history'!

4+ Add to Firefox

336 user reviews
699,218 users

Add to collection
Share this Add-on



HTTPS everywhere

ELECTRONIC FRONTIER FOUNDATION SEARCH
DEFENDING YOUR RIGHTS IN THE DIGITAL WORLD

m ABOUT | OURWORK | DEEPLINKSBLOG | PRESS ROOM | TAKE ACTION m
s

Donate to EFF 9
Join EFF (o)

Stay in Touch

HTTPS Everywhere

HTTPS Everywhere is a Firefox and Chrome extension
that encrypts your communications with many major
websites, making your browsing more secure.

Encrypt the web: Install HTTPS Everywhere today.

ETTPSh Email Address
verywnere
FAQ
Creating HTTPS ot i
Everywhere
Rulesets y
Follow EFF
gggg On The Install in Firefox Install in Chrome e e
Version 2.2 Stable Alpha Version to work on expediting entry
into the #TPP agreement
H-?!I-VFE% %%I?Irgctl . . https:/feff.org/r.a8ju #ACTA
Y HTTPS Everywhere is a produced as a collaboration between The AUG 21 @ 10:52AM
Tor Project and the Electronic Frontier Foundation. Many sites on
the web offer some limited support for encryption over HTTPS, but Green Parties release a joint

#TPP and




T Home About Tor Documentation Projects Press Blog Store
' Download Volunieer Donaie

Who Uses Tor?
Family & Friends

People like you and your family use
Tor to protect themselves, their
children, and their dignity while
using the Internet.

Anonymity Online + Tor prevents anyone

; from learning your
Protect your privacy. Defend yourself location o gonsmg

against network surveillance and traffic habits.
analysis.

= Toris for web browsers,
instant messaging clients,
remote logins, and more. L3

Download Tor » Toris free and open

source for Windows, Mac,

Businesses

Businesses use Tor to research
competition, keep business

‘ strategies confidential, and facilitate

internal accountability.

Linux/Unix, and Android

What is Tor? ‘Why Anonymity Matters figp Activists

Tor is free software and an open network that  Tor protects you by bouncing your Aditvisisuse. Toxla anomymoushy

helps you defend against a form of network communications around a distributed network of 3 J :":'” e e e
surveillance that threatens personal freedom relays run by volunteers all around the world: it Slichiowers useiTorlo sarcly
and privacy, confidential business activities and prevents somebody watching your Internet report on corruption.
relationships, and state security known as connection from leaming what sites you visit, Media
traffic analysis and it prevents the sites you visit from leaming ‘? Journalists and the media use Tor to
Learn more about Tor »  your physical location. Tor works with many of & protect their research and sources
your existing applications, including web i ‘\ “ znhne,

browsers, instant messaging clients, remote
login, and other applications based on the TCP
protocol.

Military & Law Enforcement
Militaries and law enforcement use

" Torto protect their communications,
investigations, and intelligence

= gathering online.
Our Projects

Get Involved with Tor »

* Anonymisiert
« Anti-Zensur-Werkzeug (u.a. durch hidden Network)
« Anonymitat nattrlich nur bis zum ersten Login auf einer Seite



Asymmetrische Verschllsselung

« Kann und soll veréffentlicht werden * Muss geheim bleiben
« Kann nur verschlisseln « Kann entschltsseln
« Kann Signaturen prifen « Kann Signaturen erzeugen t

- Priva\te

Public ’4; N




Proxykaskaden
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Vidalia

Tor

HOME » PROJECTS » VIDALIA »

¥ Software & Services
TorButton b

Tor Browser Bundle

Crbot

Tails
Cnionoo
Metrics Portal
Tor Cloud
Obfsproxy
Shadow

Tor2Web

-/ Tor Tip

https://www.torproject.org/torbutton/index.html.en

Home About Tor Documentation Projects Press Blog Store

Download Volunteer, Donate

Vidalia

status

é Connected to the Ter network !

@smplx Setup Relaying
-_—
emg—uunmm ‘U;&aue—ldmh‘ly

BB Bandwidth Graph @ Help € avout
|H) message Log Asattings R exit

ey

« Show this window on startup

Vidalia is a cross-platform graphical controller for the Tor software, built using the Gi framework. Vidalia runs on most
platforms supported by Gt 4.3 or later, including Microsoft Windows, Apple OS X, and Linux or other Unix variants using
the X11 window system. It was originally written by Matt Edman, and is currently maintained by Tomas Touceda.

Vidalia lets you start and stop Tor, see how much bandwidth you are consuming, see how many circuits you currently
have active, see where these circuits are connected on a global map. view messages from Tor about its progress and
current state, and let you configure your Tor client, bridge, or relay with a simple interface. Included in Vidalia Is an
extensive help system which helps you understand all of the options available to you. All of these features are translated
into a large number of languages.

Downloads
You should simply download Vidalia as part of a Tor software bundle. Users should be using Tor Browser Bundle, not
installing Vidalia themselves.

Grafische Oberflache fur Tor



Privoxy

Privoxy - Home Page

Privoxy is a non-caching web proxy with advanced filtering capqbilities for enhancing privacy, modifying web page data and HTTP headers, controlling access, and
removing ads and other obnoxious Internet junk. Privoxy has a #&xible configuration and can be customized to suit individual needs and tastes. It has application for
both stand-alone systems and multi-user networks.
Privoxy is Free Software and licensed under the GNU GPLv2.
Privoxy is an associated project of Software in the Public Interest (SPI).
Helping hands and donations are welcome:

= hitp:/Awww.privoxy.org/fag/general.htmi#PARTICIPATE

= http:/Aww.privoxy.orgffag/general.htmi#DONATE

The most recent release is 3.0.19 (stable).

Download

= Download recent releases

= Quickstart after installation

Documentation

= User manual
= Frequently Asked Questions

= Developer Manual

Zusatzwerkzeug fur Tor

Kann bel Bedarf Headerdaten manipulieren

Kann Zugriff auf gefahrliche Inhalte sperren
Headerdatenmanipulation funktioniert nicht richtig



User Agent Switch

Register or Log in ‘ Other Applications ~ liil::’"i'

, ADD-ONS > |

EXTENSIONS | PERSONAS | THEMES | COLLECTIONS | MORE...

A » Extensions » User Agent Switcher

@ User Agent Switchdy 0.7.3 Seie S

by chrispederick
i P 574,538 users 4

The User Agent Switcher extension adds a menu and a toolbar button to
switch the user agent of a browser.

+ Add to Firefox
1 I ? -
Enjoy this add-on? ¥ Contribute
The developer of this add-on asks that you help support its continued

development by making a small contribution. $1.99 suggested

Add to collection
Share this Add-on

Default User Agent

Internet Explarer >
Search Robots »
v iPhone 3.0

Edit User Agents...
User Agent Switcher  »

Falscht Browserkennung



FoXxyproxy

]
)

FoxyProxy has been downloaded over 13 million times and
translated into 34 languages.

what is foxyproxy?

FoxyPrﬁy is a set of proxy management tools for Firefox, Geogle Chrome, and Internet Explorer. We also offer reliable. high-bandwidth
proxy services and VPN proxy servers in 50 different countries. With these servers, you can:

downloads
* Geo-location test. Ensure advertising & local content are reaching their intended markets. Dozens of gecgraphic locations available.

foxyproxy plus = Access your favorite video/audio sites (BBC iplayer, Hulu, ITV, Pandora, NetFlix, NFL) from miost any country

help = Bypass content-filtering in nations & institutions that censor the web for your "protection”

api selected clients

miscellaneous Our corporate clients use our rock-selid proxy server network to ensure localized content reaches the appropriate market. We offer

free, unlimited support with all purchases.

N ESTEFSLAL N

-& ACCREDITED
BUSINESS
BEB.

Click for Review

i, y 4



Die Kehrselte

* Wir bekampfen ein politisches Problem
(mangelnder Datenschutz, Zensur) mit
technischen Mitteln

* Proxykaskaden sind langsam

* Das hidden Network arbeitet unzuverlassig
 |12p kann es auch nicht besser

 Anonymisierung auf Netzwerkebene reicht
nicht



Anonym durch Proxy-1Ps?

23.42.47.11 - myuser [22/Aug/2012:00:01:46 +0200] "GET
/wcmsrepo/repol82460902/repol85314901/repoFolder177189079/repoFolder1856
92807/strategie_eng_265-150.jpg HTTP/1.1" 304 -
"http://myhost/wcms/logistics/folder100577464/folder156818914/folder1572
31140/index" "Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1; .NET
CLR 1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR
3.5.30729; InfoPath.1)" myhost "BIGipServerpl_1.4.7.1-
8080=2270644389.36895.0000;, JSESSIONID=DZ152HN1XAI2DJKIK4GB5VQ;,
informationPersURL=http
%3A//myhost/wcms/logistics/folder100577464/folder156818914/folder1572311
40/1index; searchPersURL=http
%3A//myhost/coin/templates/page/html/search_page. jsp%3Fcategory
%3Dcontent%26q%3Dannouncement;
networkPersURL=/coin/templates/page/html/network_page.jsp;
helpPersURL=/coin/templates/page/html/help_page.jsp; request_uri=http%3A
%2F%2Fmyhost%2F; Ticket=hash&j4RGhwB6Xx

%2Ft5f JrEvKdmcwIWiSquxHD0o5vK4g204IrXsVI91BrN23SqGJ8Az4edNEArTHA
%2BJ3JUE2B%2F3Q0RLwc4xtLD5ddya%2FHpAsVSUgqhQpx1HVjEaJ
%2FCAsOwvdOid3LVv4ZPKHTAE%2Fq49VIZ5kIQYMMOzIEsVaKzvgfawZHr%2Bo
%3D&lang&spa&time&1345584656&1p&23.42.47.11&user&myuser&expires&1440"
"resp:65822" "pid:18041"



Anonym durch Proxy-1Ps?

* Unternehmenswelt gibt es zwel verschiedene
Standardinstallationen: XP und Win 7

e User IDs Im Log: 23632
» Verschiedene User Agent Strings: 3710

e Chance, einen User allein anhand seines
Agent-Strings zu identifizieren: 1:6
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Schwachstellen

* Eigentlich mussten alle alles verschlisseln



Schwachstellen

* Eigentlich mussten alle alles verschlisseln

- Private Key genht verloren
- Passphrase geht verloren



Schwachstellen

* Eigentlich mussten alle alles verschlisseln

- Private Key genht verloren
- Passphrase geht verloren

* Vertrauenswurdigkeit des Schlussels schwer
sicher zu stellen



Schlisselverteilung

Wie kann ich sicher sein, dass ein Offentlicher
Schlussel wirklich der angeblichen Besitzerin
gehort?



Schlisselverteilung

Wie kann ich sicher sein, dass ein Offentlicher

Schlussel wirklich der angeblichen Besitzerin
gehort?

Antwort:
e Zentrale CA
e Web of Trust



Web of Trust

vertraut



Web of Trust

vertraut



Web of Trust

vertraut

vertraut vertraut



PKP-Schllsselring

2, schliisselverwaltung

Datei Bearbeiten Ansicht  Schiiissel  Schllisselserver 2
A o | L
Benutzerkennung | schluszel-D | Tep | Grale | Cipher | [uiltighk.eit | "-.:’ertrauenl Erstellung ﬂ
p ) . dex [ 5 pub 204842048 RSAR...  Keine K eine 18.04. 2005
QJ:J A, lail robot] <. 0w ¥ pub 102441024 DSAELG  Eeine Keine 0E.03.2002
QJ:J A, e 3 pub 102441024 DSAELG  Eeine K.eine 21.02.2008
.6[:" A, 0 5  pub 10242048 DSAELG  Keine Keine 18.04.2009
p A, [ 13 pub 204842048 RSAR...  Eeine K zine 24 062010
p A, » [ i pub 1024/2048 DSAELG  Keine K eine 18.04.2009
QJ:J A, b1 onetr Oy F pub 1024/2048 DSAELG  Eeine K.eine 22.12.2000
QJ:J A, — Xore. O IE  pub 102441024 DSAELG  Eeine Keine 28.09.2002
,5';] A, narf@debi.. Oy 2 pub 4096096 RSASR...  Eeine K.eine 16.06.2010
p &, .ang 0= 14, pub 102442048 DS5AR...  Eeine K.eine 14.08.2000
p A, _org (0 LT pub 1024/4096  DSAELG  Keine K eine 19.05.2001
QJ:J A, . COm: [ b1 pub 1024/2048 DSAELG  Eeine Keine 19.09.2000
QJ:J A, ozt] <ahu...  Ox E  pub 10244096 DSAELG  Keine K.eine 05022010
,5';] A, peil =° ol O BE pub 10242048 DSASELG  Eeine Keine 16.01.2007
p A, enl@agrd... 0= iC pub 10244096 DSAELG  Keine K zine 07.03.2005
p A, hicht.dex  0x E pub 10244096 DSAELG  Keine K eine 29.09.2000 el
Standardschlissel 0= 3 geheimet) Schlissel 298 Schlissel




PGP-Signaturen

signaturliste fiir Schliissel (0x81802954)

:{? Ca& Cert Signing Autharity [Roat CA) < gpog®@cacert. org: ”

& Jochim Selzer | |
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Enigmail

THE ENIGMAIL PROJECT

ORENPGRE EMAIL SECURITY FOR MOZILLA APPLICATIONS

Home ‘ Download ‘ Documentation ‘ Support | News | Links

| search

A simple interface for OpenPGP email security

Download

v1.4.4 for Linux (3%1“)
on Thunderbird 14.0

Announcements

Enigmail has a new home

About Enigmail

Features
Screenshots
FAQ

Quick start guide
Handbook
Configuration

Community

Subscribe to the mailing
list

Browse the list archives
Join the forums
Contact the dev team

What is this all about?

Enigmail is a security extension to Mozilla
Thunderbird and Seamonkey. It enables you to
write and receive email messages signed and/or
encrypted with the OpenPGP standard.

Sending and receiving encrypted and digitally
signed email is simple using Enigmail.

When starting it for the first time, you are guided
through the basic setup. We also prepared a new
users' guide that explains how to use OpenPGP.

- Welcome to Enigmail - x

=}
Fle Edt View Go Message OpepPGP  Tools

&/ QR TRFIKG]
(=) OpenPGP: Good signature from Patrick Brunschwig

Key ID: 0x1DBOEBBO [ Signed on: 31.12,2007
[= From: Patrick Brunschwi

Subject:

Enigmail provides end to end security for
Mozilla Thunderbird and SeaMonkey

Enigmail automatically decrypts and verifies your Email

How should | start?

New users should look at our
Quick start guide.

Then install GnuPG and the right
Enigmail package for your
system.

Is there a manual?

Of course there is. @ To find out
all about configuration options,
or in case you encounter
problems, please first have a

Innl intn nur neer mannal

Where can | get help?

The best place to get help is our
mailing list. User forums are also
available.

How can | contribute?

We'd love it if you did! Telling
other people about Enigmail,
helping out in the forums and on
mailing lists, giving feedback on
the manual, translating Enigmail
into another language, reporting
and fixing bugs, or helping out

What do | need?

Enigmail is an email plugin. It
cannot be run by itself.

You need a supported email
client, the GNU Privacy Guard
(GnuPG), and a little patience.
‘You may also need to install the
proper Enigmail language pack.

Complete installation
instructions can be found in the
Quick start guide.



CAcert

c —)
CAcert
Are you new to CAcert?

If you want to have free certificates issued to you, join the CAcert Community .

If you want to use certificates issued by CAcert, read the CAcert Root Distribution License . This license applies to using the CAcert root keys .

LATEST NEWS

Bug fixing

The software developing team released recently some bug fixes that affect the users.Firstly, the software now is able to give the correct assurer status. This has the effect that
all assurers that have given assurances in the past but have not passed the CATS test will now no longer be ...

[ Full Story]

FrOSCon 2012 in St. Augustin 25./26. August 2012

For the English version see below.Auch in diesem Jahr wird CAcert wieder auf der FrOSCon am 25. und 26. August in St. Augustin mit einem Stand vertreten sein.Des
Weiteren wird es im Entwicklerraum "Freie Software fiir Betrieb und Verwaltung” einen Vortrag zum Thema "Zertifikate im betrieblichen Alltag” von CAcert geben.Sprecht ...

[ Full Story]

PING e.V. Sommerfest, 18.8.2012, Dortmund

Die Westfalische Rundschau und der PING e.V. laden am 18. August 2012 ab 15:30 Uhr zu .Abenteuer Ferien” ein.Besucher haben an diesem Tag die Maglichkeit, hinter die
Kulissen unseres Vereins zu schauen und die aktiven Mitglieder kennenzulermen.For diesen Tag haben die aktiven Mitglieder des PING e.V. ein vielseitiges
Kurzvortragsprogramm vorbereitet. ...

[ Full Story]
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Web of Trust




Web of Trust




Web of Trust




Web of Trust




Schwachstellen

e Phantome

» Ungeklarte Datenschutzfragen

- Konflikte mit europaischem Datenschutzrecht
- Assurancebdgen
- Mallserver



Woran die Nutzer scheitern

 |Installation der Root-CA
* Erzeugen von Serverzertifikaten
* Passwort verloren
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Sichere Passworter?

Mindestens 8 Zeichen

Grol3- und Kleinschreibung

Mindestens zwel Zeichen aus jeder Klasse
Zahlen

Sonderzeichen

Monatlicher Wechsel, mindestens 3 Zeichen
Abweichung vom Vormonatspasswort

Pa$5 WOrt



Sichere Passworter?

Mindestens 8 Zeichen

Grol3- und Kleinschreibung

Mindestens zwel Zeichen aus jeder Klasse
Zahlen

Sonderzeichen

Monatlicher Wechsel, mindestens 3 Zeichen
Abweichung vom Vormonatspasswort

AuGusSt 12



Sichere Passworter?

Grol3- und Kleinbuchstaben: 52 Zeichen
Zahlen: 10 Zeichen
Sonderzeichen: LS8/ ()=2" \([]}*+-<>|,;.:- 4o - o4

Zeichen

Insgesamt: 96 Zeichen
Bel achtstelligen Passwortern: 9678 < 10018 =

10716 = 10 Billiarc
Beil zwoalfstelligen

en Kombinationen
Passwortern: 100712 =

10724 = 1 Quadrll

lonen Kombinationen



Sichere Passworter?

Grol3- und Kleinbuchstaben: 52 Zeichen
Zahlen: 10 Zeichen

Sonderzeichen: 34 Zeichen

Insgesamt: 96 Zeichen

Bel achtstelligen Passwortern: 9678 < 10018 =
10716 = 10 Billiarden Kombinationen

Bei zwolfstelligen Passwortern: 100712 =
10724 = 1 Quadrillionen Kombinationen

Wer kann sich 'Hi|!'100" merken?



Size Matters

Zeichenvorrat 100

8 Stellen, 10116 Kombinationen
12 Stellen, 1024 Kombinationen
14 Stellen, 10728 Kombinationen
16 Stellen, 10732 Kombinationen

E 2#xr@@a »?
28

Grof3- und Kleinschreibung

10 Stellen, 1,4 * 10”17 Kombinationen
14 Stellen, 1024 Kombinationen

17 Stellen, 1,5 * 1029 Kombinationen
19 Stellen, 4 * 10r32 Kombinationen

24 |

log{L00**x)log(52)




Zeichenvorrat 100

8 Stellen, 10716 Komb
12 Stellen, 1024 Kom
14 Stellen, 10728 Komb
16 Stellen, 1032 Komb

Size Matters

Grof3- und Kleinschreibung
10 Stellen, 1,4 * 1017 Komb
14 Stellen, 1024 Komb

17 Stellen, 1,5 * 1029 Komb
19 Stellen, 4 * 1032 Komb

Deutsche Worte (135.000)

2 Worter, 1,8 * 1010 Komb
3 Worter, 2,5 * 10"15 Komb
4 \Worter, 3,3 * 1020 Komb
5 Worter, 4,5 * 10125 Komb



Erweiterungen

Ein starkes Passwort plus fallbezogene
Erwelterung

Acec7FIX{"N6L1Q_HB Homebanking
Acec7FIX{A6L1Q _mail Mall
Acec7FIX{N6L1Q _ebay Versteigerungen
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This is the official website of KeePass, the free, open source, light-weight and easy-to-use password manager.
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KeePass 2.19 released
Getting KeePass 2012-05-01 12:44, Read Mare »

J Downloads

[Eer— o

e - o

owt
KeePass 1.22 released
B Translations 2012-04-20 11:36, Read More

oy
e
o

& Flugins / Ext. KeePass 2.18 released

2012-01-05 13:52, Read More » i

Information / WWW o

[News Archive]

O hele e T T

@ g

e Security What is KeePass?

0 awards Today you need to remember many passwords. ¥You need a password for the Windows network logon, your e-mail account, your website's FTP password,
&, Links online passwaords (like website member account), etc. etc, etc. The list is endless. aAlso, you should use different passwords for each account. Because if
F Search you use anly one password everywhere and someone gets this password you hawve a problem... A serious problem, The thief would have access to your

e-mail account, website, etc. Unimaginable.

Donate KeePass is a free open source password manager, which helps you to manage your passwords in a secure way, You can put all your passwords in one
database, which is locked with one master key or a key file. So you only have to remember one single master password ar select the key file to unlock the

whole database. The databases are encrypted using the best and most secure encryption algorithms currently known (AES and Twofish), For more
information, see the features page.

+ Erleichtert die Verwaltung umfangreicher Passwortsammiungen
+ Komplexe und haufig wechselnde Passwadrter werden handhabbar
- Keystore-Passwort SPOF
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KeePass
Password Safe

This is the official website of KeePass, the free, open source, light-weight and easy-to-use password manager.
Home " [Awards] B [RSS Feed]
‘B Horne & News

. & Latest News
&y Forums

§ Featurs List KeePass 1.23 released @ woaisiaso b _gsobua Iy
2012-07-01 13:3%, Read More »
@ Soreenshots

R =

KeePass 2.19 released
Getting KeePass 2012-05-01 12:44, Read Mare »

J Downloads

[Eer— o
0 o
=

KeePass 1.22 released
B Translations 2012-04-20 11:36, Read More

oy
e
o

& Flugins / Ext. KeePass 2.18 released

2012-01-05 13:52, Read More » i

Information / WWW o

[News Archive]

O hele e T T

@ g

e Security What is KeePass?

0 awards Today you need to remember many passwords. ¥You need a password for the Windows network logon, your e-mail account, your website's FTP password,
&, Links online passwaords (like website member account), etc. etc, etc. The list is endless. aAlso, you should use different passwords for each account. Because if
0 search you use anly one password everywhere and someone gets this password you hawve a problem... A serious problem, The thief would have access to your

e-mail account, website, etc. Unimaginable.

Donate KeePass is a free open source password manager, which helps you to manage your passwords in a secure way, You can put all your passwords in one
database, which is locked with one master key or a key file. So you only have to remember one single master password ar select the key file to unlock the

whole database. The databases are encrypted using the best and most secure encryption algorithms currently known (AES and Twofish), For more
information, see the features page.

+ Erleichtert die Verwaltung umfangreicher Passwortsammiungen

+ Komplexe und haufig wechselnde Passwadrter werden handhabbar
- Keystore-Passwort SPOF

- Funktioniert nicht (Zwischenablage != Zwischenablage)



Fazit

* Passworte sind Mist
* Die Alternativen (Biometrie, Gesten) ebenfalls

- teure Zusatzhardware
- geringe Verbreitung

- Erkennungsfehler

- angreifbar




Verschllsselung allein schitzt nicht
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Verschllsselung allein schitzt nicht




Wir werden alle sterben!




Wir werden alle sterben!

» Perfekte Sicherheit kann es nicht geben.




Wir werden alle sterben!

» Perfekte Sicherheit kann es nicht geben.

 Das heilldt nicht, dass man es nicht versuchen
sollte.

 Be a moving target.
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